
Proposal of the teaching activities 
 
Networked Control Systems: Robustness and Security 
 
Recent advances in sensing, communication and computing allow cost effective deployment in the 
physical world of large-scale networks of sensors and actuators, enabling fine grain monitoring 
and control of a multitude of physical systems and infrastructures. Networked Control Systems 
(NCS) lie at the intersection of control, communication and computing.  
 
The close interplay among these fields renders independent design of the control, communication, 
and computing subsystems a risky approach, as separation of concerns does not constitute a 
realistic assumption in real world scenarios. 
 
Modern NCS raise significant engineering challenges because of their scale, their need to bridge 
physical and software domains, and their need to operate efficiently, securely and reliably.  
 
This class aims at illustrating innovative methods and tools for three critical sub-problems: 
 
Robustness/Resilience 
 
The increasing use of off-the shelf non dedicated networking to handle communication among 
components and/or subsystems, e.g. sensors, controllers, actuators, raises the issue of reliability, 
as packets may be lost or delayed in such a way that they are rendered useless for control purposes. 
The nexus between communication and control needs to be studied and new analysis and design 
paradigm need to be developed. 
We will review recent models and analysis methods for the interaction between sensing, 
communication and computing infrastructure to enable robust design of decision making 
mechanisms. 
 
Security 
 
NCS must to be able to detect malicious attacks, to guarantee continuity of operations with 
gracefully decreased functionalities, and to ultimately thwart attacks by reconfiguring and 
restoring full functionality. Security must enter the design process ab initio and not as an 
afterthought. Existing NCS design is driven principally by performance/cost considerations, 
resulting in brittle systems that are susceptible to both physical and cyber side attacks.  
We will present models to integrate security in the system design process, by defining classes of 
threats and offer an overview of recently developed methodologies for analysis and design of 
attack resilient control systems. 
 
 
Efficient Resource Allocation 
 
The capability to parse the potentially enormous amount of data to distill the information relevant 
to failure/attack detection, estimation, control, and decision making is central to large scale NCS. 
Networks of heterogenous sensors deliver this capability.  



Installation costs typically demand that these networks be wireless, and as a consequence, 
designing information retrieval systems optimized to system lifetime is critical. In existing NCS 
energy consumption of sensor networks is rarely treated systemically.  
We will study novel approaches for sensor scheduling to address energy efficiency and 
performance guarantees with respect to estimation and detection applications. 


